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California Consumer Privacy Act Privacy Policy ®
About This Training Guide

About This Training Guide

This document is intended to serve as a guide for creating your Privacy Policy data set for financial
institutions if they must comply with the California Consumer Privacy Act, or CPRA.

The California Consumer Privacy Rights Act, or CPRA, requires institutions that are subject to the
California Consumer Privacy Act, or CCPA, to determine what kind of consumer personal information
they collect—or, in some instances, sell, share, or disclose—and ensure that they can track this personal
information to comply with a twelve-month look-back requirement.

The California Consumer Privacy Act Privacy Policy document, or CCPA Privacy Policy,
discloses the required regulatory content of the CCPA and CPRA, as well as the implementing regulations,
but does so separately from the Gramm-Leach-Bliley Act Privacy Policy. The California Consumer
Privacy Act Privacy Policy is unique in that it discloses information related to the types of personal
information that your institution has collected within the last 12 months, in addition to all the categories
of personal information that your institution can collect.

The other privacy disclosure that has been made available is the Notice at Collection. The information
included on this document needs to be disclosed to customers at or prior to the collection of any personal
information from a natural person and can be used in commercial or consumer transactions for deposit
and lending lines of business.

Any data or disclosure content that is not mentioned in this training guide is either not new or has not
been changed since our previous update of the CCPA Privacy Policy. As a result, some Simplicity
Configuration tabs have more data on them that must be completed than is discussed in this document.

Document Conventions

You may see the following throughout this training guide.

Deeper Look

The information supplied in a deeper look box provides supplemental information. The
tips and insight given here will not be critical to the objectives of the document but are
intended to provide a more thorough understanding of the solution.

Critical
Information contained in a critical box is something you must be aware of to ensure
success using the solution.
]
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General Tab

The General tab collects broad data for your financial institution’s privacy policy. The answers you
provide to questions on this tab may drive additional data collection and will determine if other tabs are
included in this workflow. This guide focuses on the California-specific questions.

The CCPA and the CPRA-specific data becomes available when you answer Yes to Are you required to
disclose the privacy rights pursuant to the California Consumer Privacy Act. The help icon provides a
more detailed description of who the CCPA applies to.

Are you required to disclose the privacy rights pursuant to the California Consumer Privacy Act? @&

O No @ ves

When you answer Yes to Are you required to disclose the privacy rights pursuant to the California
Consumer Privacy Act, you must answer Select the privacy policy disclosure(s) you want to complete.
You may choose to return a California Consumer Privacy Act Privacy Policy document and a
Notice at Collection document to comply with the CCPA and CPRA.

* Select the privacy policy disclosure(s) you want to complete @

(J Gramm-Leach-Bliley Act Privacy Policy

—_

(] California Consumer Privacy Act Privacy Policy

[J MNotice at Collection

Previously, if the Notice at Collection document was not selected as a privacy disclosure to be
completed, then information from this document displayed on the CCPA Privacy Policy. After January
1, 2023, this information only renders on the Notice at Collection document when it is selected as a
document to be completed and will no longer render as part of the CCPA Privacy Policy.

If you are licensed for Consumer deposit or lending, you must select the GLBA
Privacy Policy in addition to the California Consumer Privacy Act Privacy
® Policy and/or the Notice at Collection.

The remaining questions on the General tab control the data that is displayed on up to six additional
sections in the CCPA Privacy Policy. Those sections are:

(1) Your Rights Regarding Your Personal Information

(2) Types of Personal Information

(3) Notices

(4) How to Submit a Request Regarding Your Personal Information
(5) Information About Requests We Receive

(6) Contact Information

These sections correspond with data collection tabs in the workflow. Depending on the answers you
provide for the questions on the General tab, you may not encounter each of these tabs. Previously, this
data was collected on a single tab in the workflow.
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Consumer Rights Regarding Their Personal
Information

The Consumer Rights Regarding Their Personal Information tab is displayed in the workflow
when you answer Yes to Have you sold or shared a consumer's personal information to third parties in
the preceding 12 months on the General tab.

This tab captures data for the Your Rights Regarding Your Personal Information section, Right
to Opt-Out subsection of the CCPA Privacy Policy.

Your Rights Regarding Your Personal Information
Right to Know. You have the right to know the personal information that we collect, use, and sell or share about you,
mcludmg the categones of pIEISOﬂI{l information; the categones of sources ﬁ'om which the persoml nformation 1s

Right to Opt-COut. We sell vour personal information to third parties, but you have the night to opt-out of the sale or
sharing of vour personal mfon:uauun at any tIJII.E If wou are 16 vears or older, you may direct us not to sell or share vour

If you answer Yes to Do you process opt-out preference signals in a frictionless manner, it means that
your institution will not charge a fee or require any valuable consideration if a customer uses an opt-out
preference signal; your institution will not change their experience with the product or service that is
offered regardless if they use an opt-out preference signal or not; and your institution will not display a
notification, pop-up, text, graphic, animation, sound, or video in response to the opt-out preference
signal.

* Do you process opt-out preference signals in a frictionless manner? &

O No @ Yes

The descriptions that you provide for Consumer process for opt-out preference signals in a frictionless
manner are displayed at the end of the Right to Opt-Out section.

* Consumer process for opt-out preference signals in frictionless manner description &

B I U

Sample Signal @

@ Preview "

Right to Opt-Out. We sell your personal information to third parties, but you have the right to opt-out of the sale or sharing of your personal information at any time. If
you are 16 years or older, you may direct us not to sell or share your personal information to third parties at any time. If you are at least 13 years old but less than 16 years
old. we will not sell or share your personal information unless you consent. If you are younger than 13 years old, we will not sell or share your personal information
unless we receive the consent from your parent or guardian.

We will process your opt-out preference signal and you can use the opt out-preference signal Opt-Out Button For purposes of this section, an opt-out preference signal is a
“@ signal that is sent by our platform, technology, or mechanism on your behalf that aurcmatlcallv communicates your choice to opt-out of the sale or sharing of your
personal information.

We process your opt-out preference signals in a frictionless manner. A frictionless manner means that we will not charge a fee or require any valuable consideration if you
use an opt-out preference signal; we will not change your expenence Wi nh the product or service that is offered regardless if you use an opt-out preference signal or not:
and we will not display a notification, pop -up, text. graphic, anim d.or video in response to the opt-out preference signal. You can implement opt-out preference
signals so that we process your preference in a frictionless manne
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Collected Personal Information

The Collected Personal Information tab is always displayed in the workflow and provides options to
identify the types of personal information that your financial institution collects.
T [ [

Types of Personal Information

Collected Personal Information
Categories of Personal Information. We collected the following categories of personal information 1n the precedmng 12
months:
+ Identifiers, such as name and federal or state issued identification numbers including Social Security number, driver’s

The questions that appear on this tab include options that you can select from pre-populated lists. You
can select multiple items from the list for each question. When you select a response, the question appears
again so you can optionally select additional responses.

* o Categories of personal information collected within the preceding 12 months &

(No value selected) v

* o Categories of sources &

(No value selected) v

* o Business or commercial purpose for collecting personal information in the preceding 12 months @

(No value selected) v

the preceding 12 months and Business or commercial purpose for collecting
personal information in the preceding 12 months are documented in the

Appendix.

q The available responses to Categories of personal information collected within
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Selling/Sharing Personal Information

The Selling/Sharing Personal Information tab is displayed in the workflow when you answer Yes to
Have you sold or shared a consumer's personal information to third parties in the preceding 12 months
on the General tab.

* Have you sold or shared a consumer's personal information to third parties in the preceding 12 months? &

O No @ Yes

This tab captures data for the Types of Personal Information section, Sold or Shared Personal
Information subsection of the CCPA Privacy Policy.

Sold or Shared Personal Information
Categories of Personal Information. We sold or shared with third parties the following categories of personal mformation
in the preceding 12 months:

If you answer Yes to Do you sell or share personal information to consumers less than 16 years of age,
you can supply text for the question Describe the reasonable process or method when personal
information of consumers less than 16 years of age. Data supplied for this question renders at the end of
the Personal Information of Consumers Less Than 16 Years Old section in the CCPA Privacy
Policy.

Do you sell or share personal information of consumers less than 16 years of age? @

ONo @Yes

Describe the reascnable process or method when personal information of consumers less than 16 years old is sold or shared @

B I U

For each Category of personal information sold or shared type, you are required to provide a response to
the Category of third parties to whom personal information was sold. When you select a response, the
question appears again so you can optionally select additional responses.

Categories of personal information sold or shared type G

Categories of personal information sold or shared type @

Any information that identifies, relates to, describes, or is capable v

* o= Categories of third parties to whom personal information was
sold or shared @

(No value selected) v

The available responses to Business or commercial purpose for selling or sharing
personal information in the preceding 12 months and Categories of personal
information sold or shared are documented in the Appendix.
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Disclosed Personal Information

The Disclosed Personal Information tab is displayed in the workflow when you answer Yes to Have
you disclosed consumers' personal information to third parties for a business purpose in the preceding
12 months on the General tab.

* Have you disclosed consumers' personal information to third parties for a business purpose in the preceding 12 months? &

O No @ Yes

This tab captures data for the Types of Personal Information section, Disclosed Personal
Information subsection of the CCPA Privacy Policy.

—

Disclosed Personal Information
Categories of Personal Information. We disclosed the lollowing categones of personal information to third parties in the
preceding 12 months:

For each Category of personal information disclosed type, you are required to provide a response to the
question Category of third parties to whom personal information was disclosed for a business purpose.
When you select a response, the question appears again so you can optionally select additional responses.

Categories of personal information disclosed type u]

Categories of personal information disclosed type &

Identifiers such as a real name, alias, postal address, unique perso v

* = Categories of third parties to whom personal information was
disclosed for a business purpose @

(No value selected) v]

The available responses to Business or commercial purpose for disclosing personal
information in the preceding 12 months and Categories of personal information
disclosed are documented in the Appendix.
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Notices

The Notices tab is displayed in the workflow when you answer Yes to either of the following questions on
the General tab:

e Have you sold or shared a consumer's personal information to third parties in the preceding 12
months?

e Do you use or disclose sensitive personal information for purposes other than those permitted
by law?

* Have you sold or shared a consumer's personal information to third parties in the preceding 12 months? &

O No @ Yes

* Do you use or disclose sensitive personal infarmation for purposes other than those permitted by law? &

O No @ Yes

This tab captures data for the Notices section, Notice of Right to Opt-Out of Sale/Sharing or the
Notice of Right to Limit subsections of the CCPA Privacy Policy.

-

Specifically, the Notice of Right to Opt-Out of Sale/Sharing section renders if you answer Yes to
Have you sold or shared a consumer's personal information to third parties in the preceding 12 months.

Notices
Notice of Bight to Opt-Out of Sale/Sharing

If we s&ll or share vour personal information, we are required to provide vou with a Wotice of Fi

¥ 1Eaty

If you supply a response for the question Website to opt-out of sale of personal information, you are
required to provide one Opt-out method type. If you do not supply a response for the question Website to
opt-out of sale of personal information, you are required to provide two opt-out method types. This also
applies to the request to limit questions.

Website to opt-out of sale of personal information &

* = Opt-out method type @

(No value selected) v

The Notice of Right to Limit section renders if you answer Yes to Do you use or disclose sensitive
personal information for purposes other than those permitted by law.

Notice of Bight to Limit If we collect, use, or discloze your sensitive personal mformation for pwrposes other than those

3

pernutted by California law, we are required to provide you with a Mohee of Baght to Limit informing you of your nght to liomt

W P WP T i i) e iy 0 watr el
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Consumer Request to Know, Delete, and
Correct

The Consumer Requests to Know, Delete, and Correct tab is always displayed in the workflow and
captures data for the How to Submit a Request Regarding Your Personal Information section of
the CCPA Privacy Policy.

How to Submit 4 Request Regarding Your Personal Informarnon
You can submut a venfiable request to know, request to delete, or request to comrect your personal information to ws. We wall
nmﬁr that vou are the pm_ﬂ:-n wh-:r we ]1:11.'& m]lecmd mformation abmn'b} CCPA R.equ.e'st to Enow P'IDCES‘E- Mo IatEL than l'EI

You are required to supply a response for Instructions for authorized agents with the text box provided.
Data supplied for this question renders at the end of the Authorized Agents section in the CCPA
Privacy Policy.

* Instructions for authorized agents &
B I U

SAMPLE @

@ Preview o -~

How to Submit A Request Regarding Your Personal Information
You can submit to us a verifiable request to know, request to delete, or request to collect your personal information. We will verify that you are the person who we have
collected information about by Sample. No later than 10 business days after receiving your request(s). we will confirm that we received your request(s) and provide you with
information on how we will process vour request(s). We will respond to your request to know, request to delete, or correct no later than 45 calendar days after receiving your
request(s). If we cannot verity your identity within this time period. we may deny your request(s). If we need more time. we will inform you of the reason for the delay during
this time period and may extend the time to respond up to an additional 45 calendar days. Our response will cover the 12-month period preceding our receipt of your request.

You can submit your request to know delete, request to delete, and request to correct by calling us toll-free at 555-555-5555. You can also submit your request(s) by using any
of the following methods:
*  Visiting our online form at: website.com

Authorized Agents. We may allow an authorized agent to make a request to know, request to delete, or request to correct on vour behalf. We may require written proof that you
have given the agent permission to submit a request on your behalf, require the agent to verify their identity with us, or require you to confirm with us that you have provided
the agent permission to submit the request. If you are an authorized agent. you may make these requests by following these instructions:[SAMPLE

11
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Information About Requests

The Information About Requests tab is displayed in the workflow when you answer Yes to Do you
buy, receive for commercial purposes, sell, or share for commercial purposes personal information of
10,000,000 or more consumers in a calendar year on the General tab.

* Do you buy, receive for commercial purposes, sell, or share for commercial purposes personal information of 10,000,000 or more
consumers in a calendar year? &

O No @ Yes

This tab captures data for the Information About Requests We Receive section of the CCPA
Privacy Policy.

Informanon Abour Reguests We Receive
We, alope or in combimation, buy, recerve for a commercial purpose, sell, share, or otherwize make available for commercial
purposes the personal mformation of 10,000,000 or more consumers in a calendar year. In the previous vear:

If you answer Yes to Do you use our mobile-enabled online account opening solution, you must provide
an answer to Do you have the metrics from the previous calendar year on your website and want to
provide a link to this information.

* Do you use our mobile-enabled online account opening solution? &
O No @ Yes
* Do you have the metrics from the previous calendar year on your website and want to provide a link to this information? &

O No @ Yes

* Website link for metrics from previous calendar year @

B I U

If you answer No to Do you use our mobile-enabled online account opening solution, or if you answer No
to Do you have the metrics from the previous calendar year on your website and want to provide a link
to this information, then you must answer additional questions.

* Number of requests to know that were received and complied with in the previous calendar year &

B I U

* Number of denied requests to know personal information in the previous calendar year @

12
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Contact Information

The Contact Information tab is always displayed in the workflow and captures data for the Contact
Information section of the CCPA Privacy Policy.

15 Contact nformation

Contact Informanon
For more information zbout our privacy pelicy and practices regarding our Information Practices, you can contact us by

This tab provides contact information that consumers can use to ask questions or raise concerns about
your institution's privacy policies and information practices.

* Contact description for questions or concerns &

B I U

Notice at Collection

The Notice at Collection tab is displayed in the workflow when you select Notice at Collection as a
response to the question Select the privacy policy disclosure(s) you want to complete on the General
tab. Only an institution that controls the collection of a consumer’s personal information from a consumer
must provide a Notice at Collection at or before the point of collection.

* Select the privacy policy disclosure(s) you want to complete &

O Gramm-Leach-Bliley Act Privacy Policy

[J California Consumer Privacy Act Privacy Policy

Notice at Collection

This tab captures data for the Notices at Collection document. That data includes the categories of
personal information to be collected from consumers, the purposes for which their personal information
is collected or used, and whether that information is sold or shared.

_Z

NOTICE AT COLLECTION

We are required to provide California residents with timely notice, at or before the point of collection, about the categories of personal information to be collected from you, the
purposes for which the personal information is collected or used, and whether that information is sold or shared so that you have a tool to exercise meaningful control over our
use of your personal information. For example. you may use the information in this notice to choose whether or not to engage with us, to direct us not to sell or share your

The available responses to Categories of personal information disclosed are
documented in the Appendix.

13
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This appendix contains the possible responses to certain questions in the CCPA workflow. Questions are grouped by response options.

Question

Categories of personal

Tab Location

Collected Personal

information collected | Information
within the preceding

12 months

Categories of personal Selling or Sharing
information sold or Personal

shared type Information

Categories of personal
information disclosed

type

Disclosed Personal
Information

Categories of personal
information collected

Notice at Collection

Responses

Identifiers such as a real name, alias, postal address, unique personal identifier, online identifier,
Internet Protocol address, email address, account name, social security number, driver's license
number, passport number, or other similar identifiers

Any information that identifies, relates to, describes, or is capable of being associated with, a
particular individual, including, but not limited to, his or her name, signature, social security
number, physical characteristics or description, address, telephone number, passport number,
driver's license or state identification card number, insurance policy number, education,
employment, employment history, bank account number, credit card number, debit card number,
or any other financial information, medical information, or health insurance information.

Characteristics of protected classifications under California or federal law

Commercial information, including records of personal property, products or services purchased,
obtained, or considered, or other purchasing or consuming histories or tendencies

Biometric Information

Internet or other electronic network activity information, including, but not limited to, browsing
history, search history, and information regarding a consumer's interaction with an internet
website application, or advertisement

Geolocation Data
Audio, Electronic, Visual, Thermal, Olfactory, or Similar Information
Professional or Employment-Related Information

Education information, defined as information that is not publicly available personally
identifiable information as defined in the Family Educational Rights and Privacy Act

Inferences drawn from any of the information to create a profile about a consumer reflecting the
consumer's preferences, characteristics, psychological trends, predispositions, behavior,
attitudes, intelligence, abilities, and aptitudes

14
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Question

Business or

Tab Location

Collected Personal

commercial purpose Information

for collecting personal

information in the

preceding 12 months

Business or Selling or Sharing
commercial purpose Personal

for selling or sharing | Information

personal information
in the preceding 12
months

Business or
commercial purpose
for disclosing
personal information
to third parties in the
preceding 12 months

Disclosed Personal
Information

COMPLIANCE
SYSTEMS
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Responses

e Auditing related to counting ad impressions to unique visitors, verifying positioning and quality

of ad impressions, and auditing compliance with this specification and other standards

Helping to ensure security and integrity to the extent the use of the consumer's personal
information is reasonably necessary and proportionate for these purposes

Debugging to identify and repair errors that impair existing intended functionality

Short-term, transient use, including, but not limited to, nonpersonalized advertising shown as
part of a consumer's current interaction with the institution, provided that the consumer's
personal information is not disclosed to another third party and is not used to build a profile
about the consumer or otherwise alter the consumer's experience outside the current interaction
with the institution

Performing services on behalf of the institution, including maintaining or servicing accounts,
providing customer service, processing or fulfilling orders and transactions, verifying customer
information, processing payments, providing financing, providing analytic services, providing
storage, or providing similar services on behalf of the institution

Providing advertising and marketing services, except for cross-context behavioral advertising, to
the consumer provided that, for the purpose of advertising and marketing, a service provider or
contractor shall not combine the personal information of opted-out consumers that the service
provider or contractor receives from, or on behalf of, the business with personal information
that the service provider or contractor receives from, or on behalf of, another person or persons
or collects from its own interaction with consumers

Undertaking internal research for technological development and demonstration

Undertaking activities to verify or maintain the quality or safety of a service or device that is
owned, manufactured, manufactured for, or controlled by the business, and to improve,
upgrade, or enhance the service or device that is owned, manufactured, manufactured for, or
controlled by the business
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